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Tədris Məqsədləri və Kursun Proqramı

DƏRS 1 

DƏRS 3 

DƏRS 2 

Core hardware components

•  Motherboard, CPU, memory and etc.

Windows 11,10

•  Installation and managing

OS fundamentals

•  OS basic function, types of OS

DƏRS 4 Windows troubleshooting tools

•  Event Viewer, Resource Monitor and etc.

•  Additional programs as Hiren's BootCD

   PE, MultiBoot 2k10 and etc.

DƏRS 5 OSI and TCP/IP models

•  Network models, 1-7 layer techniques

DƏRS 6 IPv4/IPv6 and subnetting

•  IP address types, IPV4 subnetting, IPV6 basics

DƏRS 7 TCP and UDP protocol

•  How it works, difference, number of ports

   and etc.
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DƏRS 8 Wireless network

•  Wi-fi basics, antenna types, WLAN

DƏRS 9 Network Fundamentals

•  Switch, Router, Topologies, Cables

DƏRS 10 Router & switch configuration

•  Configuration sub interface, vlan

DƏRS 11 Switch configuration

•  Port security, mac-address sticky, violation

DƏRS 12 LAB Network devices

•  Switching and routing

DƏRS 13 Virtualization VMware ESXI and Workstation

•  Installing and create Step-by-Step virtual

   machine.

DƏRS 14 Raid Massive  

•  Hardware and software RAID configuration  
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DƏRS 16 Troubleshooting Server

•  Physical and software troubleshooting

   techniques

DƏRS 17 LAB virtualization

•  Virtual machine, virtual network, Snapshot

DƏRS 16 
DƏRS 21 DHCP Server


•  Scope, address reservation

DƏRS 18 Domain Controller

•  DNS, Active Directory Users and Groups

DƏRS 19 LAB Join to Domain

•  Time restrictions, Log on, RSAT and etc.

DƏRS 20 File Server

• File Server resource manager, Shadow copy

  technology

DƏRS 15 IT security fundamentals

•  Security threats, physical and software security 
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DƏRS 23 Linux Ubuntu

•  Install, network connection (Telnet, SSH),

   basic commands

DƏRS 24 Practical exam


DƏRS 16 
DƏRS 22 Firewall and VPN 


•  Create policy and VPN types


